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Quick Poll

5 Who is using IPv6?
> Who Is using IPv6 in a production environment?
5 Who wants to use IPv6 in Windows networks?

Qo Qo Qo
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Quick Comparison IPv4 vs IPv6

IPv4

Address space Scarce
End to end connectivity  No (NAT)
Stateless auto-configuration No

IPSec standard No

IP mobility Impractical
Network renumbering Difficult
Peer to peer applications Difficult

© Erion Ltd 2007

IPv6

Huge
Yes
Yes

Yes

KKK

Yes

Easy J
Easy J



Motivations to Implement IPv6

3 Political 3 Geographical
[~] Address allocation
Internet growth

[~AlGovernment mandate

3 Services 36 Technical
AP mobility IPv6 [~ Peer to peer
[AlPeer to peer [~IMobility
[~lVolP [~] Security

[~1Q0S

36 Organisational
DoD
Federal Government
Microsoft

3 Business Case
Market opportunities
Cost reduction
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History of Windows and IPv6
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IPv6 and Vista and Longhorn

3¢ Vista & Longhorn will introduce IPv6 into many networks

36 IPv6 by stealth

[~]Organisation implements Longhorn and/or Vista and uses IPv6
by default

[~ Transition mechanisms enable IPv6 on IPv4 only networks

3¢ IPv6 by design

[~]Organisation implements Longhorn and/or Vista as a part of
strategic plan to move to IPv6
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Configuring IPv6 on Vista

36 Enabled by default
36 Preferred protocol
36 Configured automatically

laerrArticr

Physical Address 00-0C29-A570-20 B - < Attempts to work even in
DHCP Enabled No

IPv4 IP Address 192.168.108.3 IPv4 onIy networks

IPv4 Subnet Mask 255 255 255.0

|Pvd Default Gateway Teredo

IPv4 DNS Server 192.168.108.132

IPvwd WINS Server ISATAP

MetBIOS over Topip En...  es . .

IPv6 IP Address 3000:0:20-0-85cc-a568:4656 20 38 Ful |y Integ rated into GUI

Temporary |PvE Address  3000:0:20:04 34e 4050 1035 3102
Linkdocal |IPvE Address fed0::85cc:ab6d 4656fb20%8
IPvE Default Gateway fed0: 20c: 297 fea3d:Bbb 158

IPwE DMNS Server S000:0:20:0:20c 25 fef 1:5925b

4 UL I
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IPv6 Addresses and Vista

#6 Interfaces have many IPv6 Addresses
36 Be aware of this when working with Samba

Globally routable prefix Interface addresses
[AINot EUI-64 by default
Pyvd WINS Server Randomly generated
Mt BIOS over Topip En\.  Yes
|PwE IP Address 3000:0:20:0B5cc:a568:4656 b 20 | ]
Temporary IPv6 Address ~ 3000:0:20:0§34e:405b:1039: 302 k—Randome generated

Linkdocal IPvE Address FeEi'Dl: c:abkd: 4656 20%8 client interface
IPwh Nefal Gateway Feeflh: - A M¥iagd:Bhh T4A address
Pwk DNS Server 3000:0:20:0.20c . 29 ey

« I~ Link-local
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NetBIOS NBT and IPv6

£ NetBIOS does not work over IPv6
3 Raw SMB over IPv6 works J

Port | Protocol | Description
137 UDP NBT Name Service
137 TCP NBT Name Service
138 UDP Datagram service
138 &= Unused
139 UDP Unused
139 TCP Session Service
~/ 445 TCP Raw SMB over TCP/IP
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Name Resolution for IPv6 CIFS

F&NetBlOS name resolution is IPv4 only

FLink-local Multicast Name Resolution
(LLMNR)

FEDNS

Erro
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Link-local Multicast Name
Resolution (LLMNR)

S Performs name resolution without DNS
5 Essentially DNS over multicast
S Works for IPv4 and IPv6 hosts

5 Uses multicast addresses
AlIPV6 FFO2::1:3
APv4 224 .0.0.252

Qo Qo Qo Qo

TCP  [::1:49157 [::1:@ LISTENING

TCP [fedB::85%cc:abb8:4656:fh20x81:49167Y [fedB::64b63:a7aB:d182:adcBx81:445 ESTABLIS
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Linux/Unix and IPv6

#6 Current versions of Linux, BSD and Unix support IPv6
6 Usually enabled by default
36 Majority of applications support IPv6

rootofedorab:~

Edit Miew Terminal Tabs Help

yti@fedorab ~)# ifconfig ethO

) Link encap:Ethernet HWaddr 00:08C:29:A3:8B:Bl
inet addr:192.168.1088.131 Bcast:192.168.1088.255 Mask:255.25°5
inet6 addr: 3000:0:20:0:20c:297ffT:fTea3:8bbl/64 Scope:Global
ineté addr: TeB0::20c:29ff:fea3:8bbl/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RA packets:0 errors:0 dropped:0 overruns:@ frame:@

TX packets:90 errors:0 dropped:0 overruns:8 carrier:0
collisions:8 txqueuelen:1888
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Samba 3 and IPv6
3 nmbd

[~INetBIOS name resolution IPv4 only

[AIWINS IPv4 only
[~INetBIOS also IPv4 only

36 smbd
[~ISMB protocol is network layer independent

[~IRequires name resolution
[XICan be provided by any IPv6 aware mechanism (DNS)

[AIProblem — stock smbd not IPv6 enabled
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smbd over IPv6 using Xinetd

1. Run smbd from IPv6 enabled internet service daemon
2. Create /etc/xi1netd._.d/smb

# Samba smb service
service microsoft-ds .

<
flags = REUSE [1PV6 |-
socket_type = stream
wailt = no
user = root
server = /usr/sbin/smbd
log on fairlure += USERID
disable = no

¥

3. Start x1netd

© Erion Ltd 2007 Ef[o



Samba 3 SMB over IPv6 (1)

3 On Samba box check for IPv6 SMB listener

# netstat —i1net6 —an | grep 445
tcp 00 222445 - :*LISTEN

3 Works! /
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Samba 3 SMB over IPv6 (2)

36 Connect from Vista using link local address and no DNS

——,
Du |l-fJ « tmp (\\feB0--20c-29ff-fea3-8bblsa.ipvh-literal.net.) (Z:) - | v d | Search
‘ Crganize = 22 Views - & Burn
Folders v | MName . Date mod
é] DVD RW Drive (D) - . gconfd-root 30/03/200
L tmp (\\feB0--20c-29ff-fead-BbblsB.ipvb-literal.net.) (Z:) : keyring-VmY4BM 30/03/200
¥ Network || J: orbit-root 30/03/200
5 Control Panel —
[~lLiteral DNS name converts to IPv6 addresses
[~IHyphens geplace colons in domain name
3 Works!
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Vista net use over IPv6

FWorks from the command line too

Cislserssdavidinet use z: S\“feBB-——-20c-29ff-feald-8bbhl=zB.ipvb-literal.net.\tmp

Local Remote Network

\wieBB——20c-29ff-feal-8bbhil=z8. ipvb-literal.net.\tmp
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IPv6 and x1netd Gotcha

You might be tempted to:

36 Enable IPV6 in X1netd

/etc/xinetd.conf
veonly = yes

# And remove IPv6 in the smb configuration
/etc/xinetd.d/smb

flags = REUSE ==~

3¢ This will configure SMB over IPv4!
[~]Dual stack uses IPv4-mapped IPv6 addresses
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Samba 3 as IPv6 PDC

# Samba 3 cannot be Active Directory domain controller
36 Vista only contacts Active Directory DC using IPv6

Computer Name/Domain Changes @

% An Active Directory Domain Controller for the domain VISTAIPVE l 0K J
! could not be contacted.

Ensure that the domain name is typed comectly. | Details > |

[AVista cannot join or login to a Samba 3 domain over IPv6

There are currently no legon servers available to service the logon request.
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Samba 3 IPv6 Client Side

& Support not complete in Samba 3 client code
[~IQuite a bit of work to do

t c:\IPubKit\hin\checkvd.exe *.c
client.c(82) : in_addr : use inb_addr in addition for IPub support
client.c(3397) ! in_addr : use inb6b_addr in addition for IPub support

mount.cifs.c(758) : in_addr : use inb_addr in addition for IPuvb support

mount.cifs.c<(808) : gethosthyname : use getadderinfo instead

mount .cifs.c(B818) : inet_ntoa : use WSAAddressToString or getnameinfo with NI_NUMERICHOST instead
smhctool.c(?9) : in_addr : use inb_addr in addition for IPv6 support

smhctool.c(3476> : in_addr : use inb_addr in addition for IPvb support

nbmount.c(39> : in_addr : use inb_addr in addition for IPv6 support
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Linux CIFS IPv6 Client

£ “Linux CIFS Client Guide” by Steve French

“IPv6 Support is planned for the future and is almost complete”

& Now working as of SambaXxP 2007 Party!

Steve French and David Holder — The first ever CIFS client connection over IPv6
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Samba 4 and IPv6

; Samba 4 code IS not yet completely IPv6 clean

=1

# c:nIPubHitshinscheckuvd._ exe socket_ipub.c

socket_ipuvb.c(188> - sockaddr_in : use sockaddr_storage instead, or
socket 1puE c(235} = gethuuthyaddt I use getname1nfu 1nutead

3 Server side now IPv6 clean as of this week but

[~lIPv4 is hard-code in some places

status = stream setup_ socket(event context, model ops,
&ldap am_ops,

Idap_service);

¥ You can hack Samba 4 server to work over IPv6

=0 oSl Y LA = AR LA G N L o L R Ryt DLW Lo B O O o) ) ) B e L) Q-

| | | |weeks |
A socket ipvh c|| 22488| 2 file cset hED[:I]_JI’S Hopefully fix ipye. ‘

—
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Samba 4 and IPv6

6 Cannot run Samba 4 from Internet Super Daemon
[~]Samba4 smbd listens on multiple ports

Internet super daemons one port per daemon

(B root@fedora6ssd:~

File Edit View Terminal Tabs Help

/ tcp

=

8 9 0.0.0.0:1024 9.0.8.0:*
tep o ® 0.0.0.0:3268 9.0.0.0:*

SWAT ==p tcp B ® 9.0.0.0:901 9.0.8.0:*

LDAP == tcp 8 © 0.0.0.0:389 9.0.0.0:*

tep 8 ® 0.0.0.0:135 9.0.8.0:*

NetBIOS === tcp B ® 0.0.0.0:139 9.0.0.0:*

Kerberos=—— tcp 8 ® 192.168.108.132:464 9.0.8.0:*

Kerberog=—— tcp 8 ® 192.168.108.132:88 9.0.0.0:*

LDAPS == tcp o © 0.0.0.0:636 9.0.0.0:*

smbd < SMB == tcp B ® 0.0.0.0:445 9.0.0.0:*
LDAP  ==p udp B ® 0.0.0.0:389 9.0.8.0:*

WINS  ==—p udp 8 ® 192.168.108.132:137 9.0.0.0:*

WINS s udlp 8 ® 192.168.108.255:137 9.0.8.0:*

WINS = udlp 8 ® 0.0.0.0:137 9.0.0.0:*

NetBIOS = udp 8 ® 192.168.108.132:138 9.0.8.0:*

NetBIOS === udp 8 ® 192.168.108.255:138 9.0.0.0:*

NetBIOS === udp @ @ 0.0.0.0:138 8.0.0.0:*

Kerberos=——> udp o ® 192.168.108.132:464 9.0.0.0:*

k Kerberos ==—p udp B ® 192.168.108.132:88 9.0.8.0:*

Y
)

© Erion Ltd 2007



Samba 4 and IPv6

36 Use IPv6 hack or port forwarder for Samba 4 over IPv6

(& root@fedora6sd:~ M=k
Fle Edit Wiew Terminal Tabs Help

tcp e @ :::3208 e LISTEN ||
tcp ] B :::389 qE LISTEN
tcp @ B :::135 S LISTEN
tcp B B :::d64 L LISTEN
tcp e B :::88 55 LISTEN
tcp &) B :::636 qE LISTEN
tcp @ @ :::445 S LISTEN
udp B B :::389 B b ol
udp 5] B :::464 i |7
udp ] B :::88 e |~

[~IHacked version also listens on IPv4 (dual stack)
& Works for mapping network drives and simple tasks

3¢ Vista fails to join domain over IPv6
[~INo difference from IPv4
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Vista to Samba 4 over IPv6

& SMB over IPv6 works using:
[~lIPv6 hack
[~IPort forwarding

:sUserssdavid>netstat —an —p TCPvb

Active Connections

Lucal Address Fur-ugn Address Eg
; L

:135
:: 1445
1:]1:G357
1:1:49152
::1:49153
::1:49154
::1:49155 LISTE
::1:49156 :1: LISTE
[::1:49159 H LISTE
[30P0:0:20:0:3de?2:17ca:dB87d:5F101:49165 [3000:0:20:0:20c:29Ff:fef1:925h]1:445 ESTABLISHED
[FeBB::85cc:abbB:4656:fh20:81:49157 [fel@::20c:29ff:feald:8bhix81:44% ESTABLISHED

L
LISTE
LISTE
LISTE

|—||—||—||—||—||—||—||—|
EE EE EN EN EN EEN EHN
" ENE ENE ENE EN EEN EN

[N e W e
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Longhorn IPv6 and Samba

36 Longhorn falls to join Samba 4 domain

Computer Mame Changes il

The following error occurred attermpting to join the domain
"tree.com'

The specified nebwork, resource or device iz no longer available.

m::l

36 Longhorn can use SMB shares over IPv6 to Samba 3/4
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IPv6 and Samba Summary

Version |Role Works? | Requirement
Samba3 | Raw SMB over IPv6 None
NT DC over IPv6 No No requirement
CIFS Client As of SambaXP 2007
AD Client over IPv6 | No Required for Longhorn AD domains
Samba4 | Raw SMB over IPv6 | Yes* Required. *only with hack
AD Client over IPv6 | No Required.
Can be simulated by port forwarding.
AD DC over IPv6 Yes* Required. *only with hack
Can be simulated using port
forwarding. IPv6 AD clients
(Vista/Longhorn) cannot join a
Samba4 domain.
LLMNR No Required
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Where Next with Samba and
IPv6?

Q

& Samba with AD is required combination for IPv6
[~IAD DC — Samba 4

& Samba 4 can be hacked to support IPv6
[~IServer only

& Samba4 server code Is close to supporting IPv6

[~INeeds changes to build and test

Y
)
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Questions?
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Contact Detalls

3 Erion IPv6 Services:
WWW.Ipv6training.com
www.ipvéconsultancy.com
WWW.Erion.co.uk

¥ Samba and Windows Integration
WWW.erion.co.uk

# David Holder
david.holder@erion.co.uk
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http://www.ipv6training.com/
http://www.ipv6consultancy.com/
http://www.erion.co.uk/
http://www.erion.co.uk/
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