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Over ten years providing IPv6 services
Comprehensive IPv6 training portfolio
Advanced IPv6 consultancy services
World leader in IPv6 enabled Windows-
Unix/Linux integration

http://www.erion.co.uk
http://www.ipv6training.com
htt // i 6 lthttp://www.ipv6consultancy.com
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IPv6 Enabling .my Domaing y
Background to DNS and IPv6g
Case Study: MYNIC
D i St ti tiDomain Statistics
Summaryy
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DNS is Crucial to Internet

Almost everything uses naming services...
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DNS is Critical for Successful DNS is Critical for Successful 
IPv6 Deployments

Name resolution is critical to IPv6 deployments
Management and users will perceive:Management and users will perceive:

Failures in name resolution to be failures of IPv6
Performance problems due to name resolution toPerformance problems due to name resolution to 
be performance problems with IPv6
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The Domain Name System
Query IPv6 addresses

y
Root Name Servers

IPv6 reverse lookup
Zone transfers etc

As of February 2008

Zone transfers etc...
All over IPv6 transport

my

ccTLD

.my
Name 
Servers

IPv6 InternetIPv6 Internet

Erion Name Servers
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IPv6 Forward Lookupsp

i k IN AAAA 2001 960 2 585 2erion.co.uk   IN AAAA  2001:960:2:585::2

AAAA data four times larger than A records
A6 records are now experimentalA6 records are now experimental

IPv6
00100000000000010000100101100000000000000000001000000101100001010000000000000000000000000000000000000000000000000000000000000010

01010000010110000100001000011000

IPv4
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IPv6 Reverse Lookupsp

2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 5 8 5 0 2 0 0 0 0 6 9 0 1 0 0 2 ip6 arpa

root

2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.5.8.5.0.2.0.0.0.0.6.9.0.1.0.0.2.ip6.arpa. 
IN PTR www.erion.co.uk

arpa
int DEPRECATED

IPv4
in-addr ip6

80
ip6

NOTE: DNAME
deprecated for use 
in reverse lookupsIPv6

IPv4

80

84

66

2
0

0

\[x2001/16]

Bit t i f t (h ) Nibble format (hex)

EXPERIMENTAL
2
0
0

Nibble format (hex)

24
0

1

0

Bit string format (hex) Nibble format (hex)0
1
0
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EDNS0 (RFC 2671)( )
DNS UDP datagrams explicitly limited to 512 bytes
AAAA RRs can require more than 512 bytes

DNSSEC and other mechanisms can also exceed 512 byte limit

Fall-back to TCP is inefficient

EDNS0
Provides signalling extensions to DNS protocol
I l d i i f UDP d t t 65535 b tIncludes provision for UDP datagrams up to 65535 bytes
EDNS0 is standard on modern DNS servers

Consequences for firewalls, hosts and DNS servers
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EDNS0 - Examplep
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Case Study: MYNICy
MYNIC is the domain registrar for Malaysia’s 
.my domain

Note: As of 23rd February 2009 MYNIC is now .my Domain Registry 
www.domainregistry.my
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.my Domainsy

.my

.name.my .mil.my .edu.my .gov.my .org.my .net.my .com.my
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MYNIC IPv6 Roadmapp
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MYNIC Network
Multiple Sites

IP 6 & IP 4Multiple Servers
DNS

IPv6 & IPv4
Internet

Database
LDAP

Router
(Cisco)

Web
Multiple Network Devices

Firewall
(Juniper)

IPS
p

Two main sites

IPS
(TippingPoint)

DNS ServersTwo main sites
Test site

DNS Servers
(FreeBSD and Redhat)

Databases LDAP Servers
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Changes Necessary for IPv6g y
DNS Servers and Network Infrastructure

Servers (Redhat and FreeBSD)
Firewalls (Juniper SSG 550M)
IPS (TippingPoint 600E)

Security
DNS, host operating systems, network devices

Domain Name Database
Add field for IPv6 addresses

Management Web InterfaceManagement Web Interface
Allow IPv6 as well as IPv4 addresses
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Erion and MYNIC IPv6 
Deployment

Erion IPv6 Training
Tailored migration training
Training is essential to every IPv6 migration project

Erion IPv6 Consultancy
IPv6 Configuration Consultancy
Security Audit Consultancy
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IPv6 Trainingg
Created tailored training program

Using Erion’s large portfolio of IPv6 courses
Matching training aims:g g

Specific topics
Operating systems and platformsOperating systems and platforms
Delegate experience and knowledge

Based mainly on two courses:Based mainly on two courses:
Implementing IPv6 (4 days)
Securing IPv6 (3 days)Securing IPv6 (3 days)

(http://www.ipv6training.com)
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IPv6 Security Audity
Erion IPv6 security audit of MYNIC
Consultancy to harden servers & network
MYNIC successfully awarded IPv6MYNIC successfully awarded IPv6 
connectivity and security accreditation 
from national IPv6 bodyfrom national IPv6 body
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Name Server IPv6 Addresses
# dig @dns2.mynic.net.my. -t ns my.
; <<>> DiG 9.3.4-P1 <<>> @dns2.mynic.net.my. -t ns my.
; (1 server found); (1 server found)
;; global options:  printcmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 49350
;; flags: qr aa rd; QUERY: 1, ANSWER: 8, AUTHORITY: 0, ADDITIONAL: 9

;; QUESTION SECTION:
;my.                            IN      NS

;; ANSWER SECTION:
my.                     86400   IN      NS      dns.mynic.net.my.
my.                     86400   IN      NS      ns2.cuhk.edu.hk.
my.                     86400   IN      NS      ns5.jaring.my.
my.                     86400   IN      NS      ns6.jaring.my.
my.                     86400   IN      NS      dns2.mynic.net.my.
my.                     86400   IN      NS      ns20.iij.ad.jp.
my 86400 IN NS ns-my nic frmy.                     86400   IN      NS      ns my.nic.fr.
my.                     86400   IN      NS      ns.uu.net.

;; ADDITIONAL SECTION:
ns.uu.net.              2105    IN      A       137.39.1.3
dns.mynic.net.my.       86400   IN      A       192.228.180.5

dns.mynic.net.my.       86400   IN      AAAA    2001:328:1000:3::5
ns5.jaring.my. 2107 IN A 61.6.38.139ns5.jaring.my.          2107    IN      A       61.6.38.139
ns6.jaring.my.          54838   IN      A       192.228.128.16
dns2.mynic.net.my.      86400   IN      A       202.75.39.36
ns20.iij.ad.jp.         54837   IN      A       202.232.2.161
ns-my.nic.fr.           141241  IN      A       192.134.0.49

ns-my.nic.fr.           141249  IN      AAAA    2001:660:3006:1::1:1
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Reverse Lookups
# dig -x 2001:328:1000:3::5

p

; <<>> DiG 9.3.4-P1 <<>> -x 2001:328:1000:3::5
;; global options:  printcmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 9448
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 1;; g q ; Q , , ,

;; QUESTION SECTION:
;5.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.3.0.0.0.0.0.0.1.8.2.3.0.1.0.0.2.ip6.arpa. IN PTR

;; ANSWER SECTION:
5.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.3.0.0.0.0.0.0.1.8.2.3.0.1.0.0.2.ip6.arpa. 86400IN PTR dns.mynic.net.my.

;; AUTHORITY SECTION:
3 0 0 0 0 0 0 1 8 2 3 0 1 0 0 2 ip6 arpa 86400 IN NS dns1 mynic net my3.0.0.0.0.0.0.1.8.2.3.0.1.0.0.2.ip6.arpa. 86400 IN NS dns1.mynic.net.my.
3.0.0.0.0.0.0.1.8.2.3.0.1.0.0.2.ip6.arpa. 86400 IN NS dns2.mynic.net.my.

;; ADDITIONAL SECTION:
dns2.mynic.net.my.      61058   IN      A       202.75.39.36
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IPv6 Glue
Don’t forget to add IPv6 glue

;; AUTHORITY SECTION:
my.                     172800  IN      NS      ns.uu.net.
my.                     172800  IN      NS      dns.mynic.net.my.
my.                     172800  IN      NS      ns2.cuhk.edu.hk.
my.                     172800  IN      NS      ns5.jaring.my.
my.                     172800  IN      NS      ns6.jaring.my.
my. 172800 IN NS dns2.mynic.net.my.my.                     172800  IN      NS      dns2.mynic.net.my.
my.                     172800  IN      NS      ns20.iij.ad.jp.
my.                     172800  IN      NS      ns-my.nic.fr.

;; ADDITIONAL SECTION:
ns.uu.net.              172800  IN      A       137.39.1.3
dns.mynic.net.my.       172800  IN      A       192.228.180.5
ns2.cuhk.edu.hk.        172800  IN      A       137.189.6.21
ns5.jaring.my.          172800  IN      A       61.6.38.139
ns6.jaring.my.          172800  IN      A       192.228.128.16
dns2.mynic.net.my.      172800  IN      A       202.75.39.36
ns20.iij.ad.jp.         172800  IN      A       202.232.2.161
ns-my.nic.fr. 172800 IN A 192.134.0.49 IPv6 Gluens my.nic.fr.           172800  IN      A       192.134.0.49

dns.mynic.net.my.       172800  IN      AAAA    2001:328:1000:3::5
ns-my.nic.fr.           172800  IN      AAAA    2001:660:3006:1::1:1
;; Query time: 267 msec

;; SERVER: 2001:500:1::803f:235#53(H ROOT-SERVERS NET);; SERVER: 2001:500:1::803f:235#53(H.ROOT SERVERS.NET)
;; WHEN: Mon Mar 16 14:44:09 2009
;; MSG SIZE  rcvd: 410
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Example .my Domainp y
; <<>> DiG 9.3.4-P1 <<>> -t aaaa www.erion.my.
;; global options:  printcmd

G t;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 23083
;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 4

QUESTION SECTION;; QUESTION SECTION:
;www.erion.my.                  IN      AAAA

;; ANSWER SECTION:
i 10800 IN AAAA 2001 470 1f08 61d 2www.erion.my.           10800   IN      AAAA    2001:470:1f08:61d::2

;; AUTHORITY SECTION:
erion.my.               10800   IN      NS      n2.erion.my.

i 10800 IN NS 1 ierion.my.               10800   IN      NS      n1.erion.my.

;; ADDITIONAL SECTION:
n1.erion.my.            10800   IN      A       78.40.241.30
1 i 10800 IN AAAA 2001 470 1f08 61d 2n1.erion.my.            10800   IN      AAAA    2001:470:1f08:61d::2

n2.erion.my.            10800   IN      A       80.84.66.24
n2.erion.my.            10800   IN      AAAA    2001:960:2:585::2
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Domain Registrar Toolsg
Address validation
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IPv6 Address Validation
Important to validate addresses entered in DNS
Certain IPv6 address are undesirable in DNS

Examples:
• IPv4 mapped IPv6 addresses
• Temporary (private) addresses
• Link-Local addresses
• Special addresses reserved for 
certain transition mechanisms
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Domain Statistics
73% of ccTLDs have IPv6 name server

B t f ll h IP 6But few resellers have IPv6 name servers
For example 0% of .my resellers have IPv6 name servers

Fortune 100 companies:
4 have IPv6 addresses for name servers
2 have IPv6 enabled web servers
0 have IPv6 addresses for mail servers

FTSE 100 companies:FTSE 100 companies:
4 have IPv6 addresses for name servers
2 have IPv6 enabled web servers
0 have IPv6 addresses for mail servers

© Erion Ltd 2009



Summaryy

DNS and IPv6
.my successfully IPv6 enabledy y
DNS statistics
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Erion and IPv6 References
IPv6 Services

http://www.erion.co.uk/ipv6.html
IPv6 Blog

http://www.ipv6consultancy.com/ipv6blog
IPv6 Training

http://www.ipv6training.com
IPv6 Consultancy

http://www.ipv6consultancy.com

Contact enquiry@erion.co.uk
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Questions

Th k  f  li t iThank you for listening
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