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Quick Poll

® | asked these questions at SambaXP 2007:

® \Who is using IPv6?
® Who is using IPv6 in a production environment?
® \Who wants to use IPv6 in Windows networks?
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Quick Comparison IPv4 vs IPv6

Address space

End to end connectivity
Stateless auto-configuration
IPSec standard

Network renumbering
Peer to peer applications

Protocol independent API

Stack supports IPv6 and IPv4

IPv4

Scarce
Broken
No
No

Difficult

Difficult

No

No
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IPv6

Huge
Yes
Yes
Yes

Easy
Easy

Yes

Yes
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Why is IPv6 Important?

® |Pv4 address pools are running out

® Government mandates
® Japan, Korea, USA
e DOD

® US Federal Government

® OMB Memorandum 05-22, “Transition Planning for Internet
Protocol Version 6 (IPv6),” directing all Federal government
agencies to transition their network backbones to the next
generation of the Internet Protocol Version 6 (IPv6), by June 30,
2008.

® Operating systems support it by default

® You probably already have IPv6 on your network
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Windows and IPv6 Take-Up

® Vista & Windows Server 2008 and |IPv6
® Enabled by default
® Preferred protocol
® Configured automatically
® Fully integrated
® Works in IPv4 networks
® Full support in AD

Temporary |Pv6 Address  3000:0:20:0f84e 40501035302

® |Pv6 by stealth
® |Pv6 by design

Linkdocal IPvE Address fedl::B5cc:abbl 4656 fh 208
|PwE Default Gateway fedl: 20c:25f fead:8bb 138

IPvG IP Address 3000:0:20-0:85cc:a568:4656 720
IPv& DNS Server 3000:0-20:0:20c: 29 fef 1:925b
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History of Windows and IPv6

Windows Server 2008
Fully Integrated P

IPv6 Stack and
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Windows Vista
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History of Samba and IPv6

CIFS Linux Client
(Since SambaXP 2|007)

Samba 3 server: only
(from super-daemon )
|

- Samba 2.2 + Patch

(old)

No production IPv6 support
(Not recommended)

1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009
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Progress Since SambaXP 2007

(') sambaXP April 2007
® Linux CIFS Client IPv6 Enabled (No name resolution)
® First ever mount over IPv6 from Windows Server 2008

® Samba 4 IPv6 Enabled (File sharing and basic functionality only)
® First ever sharing over IPv6 with Windows Vista and Windows Server 2008

ﬁ Google CIFS Engineering Workshop September 2007
@ First ever join over IPv6 of Windows Server 2008 to a Samba 4 domain
@ Jeremy challenged to IPv6 enable Samba 3.2
(' January 2008
® Jeremy IPv6 enables Samba 3.2
® First ever IPv6 join of Samba 3.2 to Windows Server 2008 domain
® Testing shows surprisingly few bugs ;-)
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Linux CIFS and IPv6

® Kernel CIFS module is IPv6 enabled by default

® mount.cifs
® Supports IPv6 addresses in the ip option

# mount -t cifs //W2008KENT/TESTSHARE /mnt/erion \
-0 ip=2a01:384:e14:0:fc6f:e78£f:6507:4ad, \
user=Administrator,pass=’'Pa$$wlrd’

® Note: No IPv6 name resolution
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Linux CIFS and IPv6 Name
Resolution

® |Pv6 patch enables IPv6 name resolution
® See http://www.ipv6consultancy.com/ipveblog/?p=32

# ./mount.cifs //W2008KENT/TESTSHARE /mnt/erion \
-0 user=Administrator,pass=’'Pa$$wlrd’

Local Address Foreign Address State

(2a1=348:13e A fcof =dB88F 6507 :4ad 1:445 [2aB1:348:13e:0:20c:29ff:feal:38831:35986 ESTABLISHE
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Samba 3.2 and IPv6

® |[Pv6 enabled by default

® |Pv6 transport works!
® Client and server side functionality over IPv6
® Join Windows Server 2008 domains over IPv6
® Serve shares and printers over |IPv6

® |Pv6 addresses can be used In:
® Configuration files
® Command line utilities
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Samba 3.2 and IPv6 Example

# smbclient -L //3000::1 -U Administrator

Password:

Domain=[TREE] OS=[Windows Server (R) 2008 Enterprise 6001 Service
Pack 1] Server=[Windows Server (R) 2008 Enterprise 6.0]

Sharename Type Comment

ADMINS Disk Remote Admin

C$ Disk Default share

IPCS IPC Remote IPC
NETLOGON Disk Logon server share
SYSVOL Disk Logon server share
TestShare Disk

timeout connecting to 3000::1:139
Connection to 3000::1 failed (Error NT_STATUS ACCESS DENIED)
NetBIOS over TCP disabled —-- no workgroup available

® \Works
® But still some things to fix (generally doesn’t stop it working though)
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Samba 4 and IPv6

® |Pv6 not enabled by default

® |Pv6 provisioning works with IPv6 address option

® |Pv6 can be enabled with patch
® See http://www.ipv6consultancy.com/ipvbblog

® \With patch IPv6 transport works!
® |Pv6 client and server side functionality
® |Pv6 Domain controller functionality
® Join Samba4 domains over IPv6
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IPv6 Enabling Samba 4

1. Configure IPv6

® Global IPv6 addresses required
2. Obtain Samba 4 source and apply IPv6 patch
3. Build and install as normal
4. Provision

./bin/smbpython setup/provision —--realm=TREE.COM --domain=TREE \
——adminpass=password —--server-role=’'domain controller’ \
——host-ip="192.168.108.53’ —-host-ip6='"3000::3’

® |Pv6 enable DNS Server

listen-on-v6 port 53 { any; };

5. Start smbd
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IPv6 Enabled Sambad

[ root@fedoras8:~ T T
File Edit View Terminal Tabs Help
[root@fedorad ~]# netstat --inet -anp|grep smbd [~]
» {udp 3] 8@ 192.168.108.53:137 0.0.0.0:% A
udp (3] 8 192.168.1608.255:137 0.0.0.0:% > WINS
IPv4 udp 3] 8 0.0.0.0:137 0.0.0.0:* <
only< udp 3] 8 192.168.108.53:138 0.0.0.0:%
udp 3] B 192.168.108.255:138 0.0.0.0:* » NetBIOS
. judp 3] 0 0.0.0.0:138 0.0.0.0:* J
[root@fedora8 ~]# netstat --ineté -anp|grep smbd
( ltcp & B :::1029 SELE LISTEN
tcp 3] 8 :::3268 Gt LISTEN
tcp (3] B :::389 i LISTEN LDAP
tcp 3] B i:135 i LISTEN
IPv6 | ltcp 0 B :::139 : LISTEN = | NetBIOS
AND< tcp 0 0 :::464 : LISTEN | | Kerberos
tcp 3] e :::88 ol LISTEN Kerberos
IPv4 | licp 0 0 :::636 ¥ LISTEN = | LDAPS
tcp & B :::445 ¥ LISTEN SMB
udp B e :::389 s ¥ I_ LDAP
udp 3] @ :::464 P | | Kerberos
udp 3] P :::88 s .| Kerberos
[root@fedoras ~]# | e
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Joins to Sambad4 over IPv6

® \Windows Vista and Windows Server 2008 join
Samba4 domains over IPv6!

Computer name: ot pn about your computer
ultimatevs
Full computer name: ;
ultimateve =
psoft Corporation. All rights reserved.
Mare... D
Member of
@ Daomain: — ]
tree .com i :
Computer Name/Domain Changes
(1 Workgroup;
WORKGROUP e

"
i i L
IOI Welcome to the tree.com domain.
L &

| ok ][ cancel |
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Sambad4 IPv6 Shares

® \Windows Vista Ultimate in Samba4 domain over IPv6

Mame Type Total Size Free Space

l— - ) Devices with Removable Storage (2)
5| Documents

== Metwork Location {3)

= Pictures
v . ) testchare (\\fedora8) () ) testshare
B Music o e | 7 (\\3000--3.ipv6-literal.net) (¥:)

More » —t 445 MB free of 7.02 GE = ———
Badis " o= testshare (\\fedora8.tree.com)
:-="1ﬁ§pl (2]
'8 Computer z — ——

| r=u Lo T

E® Administrator: Command Prompt
Active Connections

Local Address Foreign Address State
192 .168.1688 .57:491927 FEDORAB :nethios—=ssn ESTABLISHED

[3068: :71:491808 [380@: :3 1:microsoft—ds ESTABLISHED
[3868: :71:-49183 [380@: :3 1:microsoft—ds ESTABLISHED
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Sambad and IPv6 Dual Stack

® No IPv4 sockets even for IPv4 connections!
® Everything uses IPv6 API!
® Samba4 with IPv6 patch is an IPv6 application

[root@fedora8 /]# netstat —-—-inet6 -na|grep ESTABLISHED

tcp 3000::3:445 3000::7:49180 ESTABLISHED
tcp ::ff£f£f:192.168.108.53:139 ::ff£f£:192.168.108.57:49197 ESTABLISHED
tcp 3000::3:445 3000::7:49183 ESTABLISHED

[root@fedora8 /1#

[root@fedora8 /]# netstat ——-inet —-na|grep ESTABLISHED
[root@fedora8 /]#

Proto Local Address Foreign Address State
TGP 122.168.188 .57:42197 FEDORAB :nethios—=sn ESTABLISHED

TGP [(3W8A::=7]1:49188 [3BBA:-:3 1:microsoft—ds ESTABLISHED
TCP [3888::71:49183 [3888: 3 1:microsoft—ds ESTABLISHED
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Samba Only IPv6!

® Samba 3.2 joins Samba 4 domain over IPv6
® Create IPv6 AD domains using only Samba ...

® “Everything

IPv6 Samba 4 =

Domain Controlleggi;
(with IPv6 Patch)::

[+ 1 R

b1}

works”

SME

IPv6 Samba 3.2

5 | 3000::2 TCP [TCP segment of a reassembled POUJ
ok 388932 LDAP searchResEntry(8) "CHN=fB8client,CN=Computers,DC=tree,DC=com"
i3 3000::3 TR 43311 = ldap [ACK] Seg=1905 Ack=7672 Win=21120 Len=8 T5V=551383 TSER=15236108
o JaBR::3 TCR 43311 = ldap [ACK] 5eq=1905 Ack=3273 Win=26832 Len=0 T5V=551383 TSER=15236108
2 30008::3 TEPR. 55152 > microsoft-ds [SYN] Segq=8 Win=5760 Len=8 MS5=1448 T5V=551390 TSER=0 W5=4
=3 3600::2 TER. microsoft-ds = 55152 [SYN, ACK] Seg=0 Ack=1 Win=5712 Len=0 M55=1448 TSV=15236113 T:
2 3000::3 TER 55152 = microsoft-ds [ACK] Seg=1 Ack=1 Win=5760 Len=0 TSV=551398 TSER=15236119
2 3000::3 SMB Megotiate Protocol Request
| 3080::2 TCP microsoft-ds = 55152 [ACK] Seg=1 Ack=195 Win=67B4 Len=0 TSV=15236132 TSER=551402
vk 3e88:32 SMB Megotiate Protocol Response
i3 3000::3 TER 55152 = microsoft-ds [ACK] Seg=195 Ack=167 Win=6832 Len=08 TSV=551414 TSER=15236
S L L
i 3000::2 TER microsoft-ds = 55152 [ACK] Seg=471 Ack=619 Win=B928 Len=0 TSV=15236188 TSER=5514
3 3000::2 SMB Session Setup AndX Response
12 3000::3 SME Tree Connect AndX Request, Path: \\FEDORAS.TREE.COM\IPC%
w3 3008::2 TER microsoft-ds = 55152 [ACK] Seg=607 Ack=719 Win=B928 Len=0 TS5V=15236208 TSER=551471
=3 3000::2 SME Tree Connect AndX Response
2 3000::3 SMB NT Create AndX Request, Path: \NETLOGON
i | 3000::2 SMB NT Create And¥ Response, FID: Ox@001
i 3008::3 DCERPC Bind: call_id: 14 RPC_NETLOGON V1.8
3 3000::2 DCERPC Bind_ack: call_id: 14 accept max_xmit: 8192 max_recv: 8192
2 3p00::3 TCR 55152 = microsoft-ds [ACK] Seg=985 Ack=904 Win=10048 Len=0 TS5V=551531 TSER=15236211
12 3000::3 RPC_NETLD NetrServerRegChallenge request, FBCLIENT Server
3 3000::2 RPC_NETLD MetrServerRegChallenge response
2 3000::3 TER 55152 = microsoft-ds [ACK] Seg=1189 Ack=1800 Win=10048 Len=0 TSW=551546 TSER=1523627
2 3080::3 RPC_NETLD MetrServerAuthenticate2 request., F8CLIENTS TStOCk COde)
| 3e00::2 TER microsoft-ds = 55152 [ACK] Seg=10808 Ack=1435 Win=12144 Len=0 TSVW=15236316 TSER=551547
i 3000::2 RPC_NETLD MetrServerAuthenticate? response
2 3000::3

NT Create AndX Request, Path: \NETLOGON
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Samba and IPv6 Where Next?

® Linux CIFS Client

® Potential for new IPv6 feature

® Samba 3.2
® Fix bugs — if there are any ©

® Samba 4

® Make IPv6 support standard in development code

® Make code protocol independent where appropriate

® Use lib/replace rather than IPv6 and IPv4 specific functions
® Use current IPv6 API everywhere

® One set of standard functions for both protocols

® Testing and more testing...
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Things to Watch Out For

® Name resolution
® Global verses Link local addresses
| Linkdocal IPvE Address fed0::Bbcc:abbl 4656fb20°%.8 |

® Privacy addresses
|Pv6 IP Address 3000:0:20:0:85¢cc:a568:4656 fb.20 ‘ ‘

Temporary |[PvE Address  3000:0:20:0f84e 405010359302
® |Pv4-mapped |IPv6 addresses

® Textual address formats
® |Pvo, IPv4-mapped IPv6, UNC, URI and literal.net

® Name resolution
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Questions?

And thanks for listening...
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IPv6 and Samba References

® Google CIFS Workshop Presentation
® http://www.ipv6consultancy.com/ipveblog/?p=21

® SambaXP 2007 Presentation

® http://www.sambaxp.org/files/SambaXP2007-
PDF/Holder-SambaVistawith|Pv6V2.pdf

® http://www.ipv6consultancy.com/ipveblog/?p=8

® Linux CIFS Client
® http://www.ipv6consultancy.com/ipveblog/?p=9

® Samba4 Hack (old version)
® http://www.ipv6consultancy.com/ipvbblog/?p=12
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Erion and IPv6

® |[Pv6 Services
® http://www.erion.co.uk/ipve.html

® IPv6 Blog

® http://www.ipvbconsultancy.com/ipveblog

® |[Pv6 Training

® hitp://www.ipvbtraining.com

® |Pv6 Consultancy
® http://www.ipvbconsultancy.com

® Contact david.holder@erion.co.uk
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